Information Technology and Media Services

Network Management Policy

2.

Scope

2.1 All of the university’s data communications networks, whether wired or wireless are in scope,

irrespective of the nature of the traffic carried over those networks.
2.2 This document includes statements on:

2.2.1 Definitions

2.2.2 Management of the Network

2.2.3 Monitoring of the Network

2.2.4 Network Design and Architecture

2.2.5 Physical Security and Integrity

2.2.6 Controlling Access

2.2.7 Configuration Management

2.2.8 Capacity Management

Definitions

3.1 End User Device — any network enabled device which is the initial source or ultimate destination
in a data network.

3.2 Personal Device — any network enabled device not owned or managed by the university.

3.3 Network Device — a device such as a switch or router through which data passes on its journey
to or from an End User Device.

3.4 Network Interface — part of a network device or end user device that enables it to communicate
via a network, there may be more than one interface on a device.

3.5 Data Network — A communication network that is devoted to carrying information. It consists of
a number of nodes connected by various communication network devices.

3.6 System Owner — The accountable person of individual systems or services such as email or
websites can include PC labs or LAN partitions.

3.7 Pre-approved standard changes — These are Business as Usual changes to the network that
have already been passed Changes by the ITMS Change Advisory Board.

3.8 ITMS - Information Technology and Media Services

3.9 ITSG - Information Technology Strategy Group

3.10 Data Integrity - Data integrity is the assurance that digital information is uncorrupted and
can only be accessed or modified by those authorized to do so.

3.11 CAB-IT Change Advisory Board

3.12 Resilience - Resilience is the ability of a server, network, storage system, or an entire data
centre, to recover quickly and continue operating even when there has been an equipment
failure, power outage or other disruption.

3.13 Confidentiality — Information defined in the Information Handling Policy as personal,
sensitive personal and confidential must only be accessible to authorised users.

3.14  Availability — Ensuring timely and reliable access to and use of information.



4. Management of the Network

Director of ITMS

Head of Infrastructure

Network Manager
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10.

Controlling Access

ITMS is responsible for the management of the university data network devices that link multiple
buildings and data centres together and ultimately to the internet. It is imperative that access
to these devices must be controlled to prevent unauthorised access in order to reduce the risks
to the university from cyber-attacks.

8.1 Access to the university network devices must be strictly controlled and will only be permitted
from authorised users and devices over suitably secured connections.

Configuration Management

9.1 A record of the configuration of all network devices will be kept.

9.2 Any changes to the network device configuration will be recorded with a record of prior and post
configurations kept.

9.3 A risk assessment of any changes to the networks that are not ‘Business as Usual’ must be
performed and documented prior to any changes being carried out and the results presented
to the ITMS Change Advisory Board for their response to the risk.

9.4 Prior to implementation of changes to any network device that are not ‘Business as Usual the
configuration changes must be tested before introduction into the live environment.

9.5 Restoration testing must be carried out on a regular basis that will be set by the Network
Manager.

9.6 All network devices must have a secure version of software loaded.

Capacity Management
The data network must deliver high performance, reliability, resilience and security suitable for
the requirements of the university. To maintain this network devices must perform at optimal
levels.

10.1 The Network Manager and Head of Infrastructure will agree on optimal levels of
performance of the following:
10.1.1 Network traffic capacity
10.1.2 Network devices
10.1.3
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